
HACKERS VS. YOUR BUSINESS

WHY YOU NEED TO HARDEN 
YOUR BUSINESS FROM TODAYS 

CYBERCRIMINAL 



SECURE NETWORK…WHO WE ARE?

PROFESSIONAL WHITE HAT HACKERS
TESTING NETWORK SECURITY

RESPOND TO SECURITY INCIDENTS
AKA:COMPANIES WHO WERE HACKED



MORE NATION STATE 
SPONSORED

THREAT ACTORS 
 



WHO ARE THE HACKERS
THE ADVANCED PERSISTENT THREAT

HACKTIVISTS / ANARCHISTS

FOREIGN NATIONALS

ORGANIZED CYBER CRIMINALS REvilDARk$ide

Carbon Spyder



HACKING 
VS 

PROTECTING
 



COST TO ATTACK DECREASES

COST TO ATTACK GETTING CHEAPER

COST TO PROTECT INCREASES

COST TO PROTECT GETTING MORE EXPENSIVE



THREAT ACTORS 
EXPANDING



10-30%

FRANCHISED HACKERS



FRANCHISED HACKERS



FREELANCE SERVICES



DARKMARKET TOOLS



DARKMARKET DATA



SOFTWARE AS A SERVICE



YOUR EMAIL

RANSOM NOTE & 
VICTIM DETAILS 

RANSOM AMOUNT
+ PAYMENT DETAILS

OS TARGETED MALWARE
& FILE TYPE

RANSOM AS A SERVICE



PHISHING AS A SERVICE



ACCESS BROKERS



ACCESS BROKER SERVICES



DARK AI



DARK AI AS A SERVICE



DARK AI AS A SERVICE



DARK AI AS A SERVICE



SPEAKING ENGLISH 
&

USING ARTIFICIAL 
INTELLIGENCE

 



AI VISHING ENGINE



BAD GUYS ARE 
GETTING BOLDER





THE BAD GUYS PRACTICE 
STRICT CYBER SECURITY

MOST ORGANIZATIONS 
DO NOT



PURPLE TEAM AND TABLETOP
CYBER INSURANCE (MAKE SURE ITS SUFFICIENT) 

EDUCATE USERS ON SECURITY

WHAT ORGANIZATIONS NEED TO DO
NETWORK PENETRATION TEST
REMEDIATE THE NETWORK ISSUES 



QUESTIONS?
Steve Stasiukonis

315.579-3373 | Office
315.440-9468 | Mobile

steve@securenetworkinc.com 


